YTBEPXKJIAIO

» 20 rona

Monenb
yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMaX



Conepxxanue

Onpenenenus

O603HavYeHNEe U COKpaIICHUS

Beenenue

Knaccudukanusa napymurenei

[IpennonosxeHrs 006 UMEIOIIUXCSA Y HAPYITUTENS CPEACTBAX PeaTH3aIiuu
yrpos

BeposatHoCTh peanu3anuu yrpo3sl 0€301MacHOCTH MEPCOHATBHBIX JaHHBIX
Bunaer yrpo3

Mopenb yrpo3 6€30nacHOCTH

3aKIIroYeHuE

O N O w

11

12
18
22



BBenenune

Monens yrpo3 0e30nacHOCTU NIEPCOHANBHBIX AAHHBIX (Hajnee — Moaens)
npu ux oopadorke B UCIIJIH cTpouTCs HA OCHOBAaHMM OTYETA O pe3yabTaTax
[IPOBEJEHNS BHYTPEHHEN TPOBEPKH.

B Mopenn yrpos mpencrasineno onucanue ctpykrypel MCII/IH, cocTaBa
u pexuma obpadotku I1/H, knaccudukanuio NOTEHIMATBHBIX HAPYILIUTENECH,
OLIEHKY MCXOJHOTO YpPOBHS 3allMILEHHOCTH, aHAIU3 YTpO3 O€30MaCHOCTH
MIEPCOHAIBHBIX JAHHBIX.

Ananu3 YBII/In BirouaeT: Onucanue yrpo3. OLeHKy BEPOSITHOCTH
BO3HUKHOBEHUS yrpo3. OLeHKy peann3yeMocTd yrpo3. OLeHKy OIaCHOCTH Yrpo3.
Onpenenenue akTyaJlbHOCTH yTPO3.

B 3akntoueHnn gaHbl pEKOMEHIAIMH 110 MEPAM 3allUThI 111 YMEHBIIEHUS
OMAaCHOCTH aKTYaJbHBIX yrpo3.

Onpenesienus

B HacrosmemM JOOKyMEHTE€ HCIHOJB3YIOTCS CIEAYIOIIME TEPMHUHBI U HX
ONpeICIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMa — CHUCTEMa, COCTOsIIas W3 IepcoHaja
U KOMIUIEKca
CPEICTB aBTOMATH3allUd €ro JesTEIbHOCTH, peanusyionias WHGOPMAIMOHHYIO
TEXHOJIOTUIO BBITIOJIHEHUS YCTAHOBJICHHBIX (QYHKIIUH.

AyTeHTH(UKAIMUSA OTHPABUTENSI NAHHBIX — IMOJATBEPKICHHUE TOrO, YTO
OTIPABUTEND MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJIEHHOMY.

be3onmacHOCTh NEpPCOHANBHBIX MJAHHBIX — COCTOSHHE 3alIUIIEHHOCTH
NEPCOHANBHBIX  JaHHBIX, XapaKTePU3yeMOe CIOCOOHOCTHIO  MOJB30BaTEINIECH,
TEXHUYECKUX  CPEACTB M  HMHPOPMAIMOHHBIX  TEXHOJOTMH  0OeCHeuuTh
KOH(UIEHIIUATBHOCTD, IETOCTHOCTh U JOCTYIMHOCTh MEPCOHAIBHBIX TaHHBIX MPU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JIAHHBIX.

bBuomerpuyeckue nmnepcoHaJbHble [JaHHbIE — CBEICHUS, KOTOpPBIC
XapaKTepU3yIOT (PU3HOIOTHUECKHE OCOOCHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTaHOBHUTBH €ro JHMYHOCTH, BKItouas (oTorpaduu, OTIEUYATKH MAaIbIEB,
o0pa3 ceT4aTKu T1J1a3a, OCOOCHHOCTH CTPOCHHUS Tela W JPYIyI MOJ00HYIO
uHdOpMaIHIO.

bioknpoBaHne mNEPCOHANBHBIX JAHHBIX — BPEMEHHOE NIpEKpalleHue
coopa, cuCTeMaTW3all¥, HAKOIUICHUS, WCIIOJB30BAHMS, PACHPOCTPAHEHUS,
MEPCOHANIBHBIX JAHHBIX, B TOM YHCII€ WX MEpeaayH.

Bupyc (KoMIbIOTEPHBIii, MPOrPAMMHBII) — HCITOJIHIEMBIH MPOrPaMMHBIH
KOJl WM HWHTEPHPETUPYEMbId HA0Op HWHCTPYKIUH, OOJaJaroliuii CBOMCTBAMH
HECAHKIMOHUPOBAHHOI'O PACIpPOCTPAaHEHUsI U camMoBocnpou3BeaeHus. Co3aHHbIe
NyONMMKaThl KOMIIBIOTEPHOTO BHpYyca HE BCErja COBIAJAalOT C OPUTHMHAIOM, HO
COXPaHSIOT COCOOHOCTh K JallbHEUIIEMY pPacpoCTPaHEHUIO u
CaMOBOCITPOU3BE/ICHHUIO.

Bpenonocnass mporpamma — nOporpamMma, [peJHa3HauYeHHas IS
OCYILECTBJICHUS HECAHKIMOHUPOBAHHOTO JOCTynma u (WJM) BO3JICHUCTBUS Ha



MEPCOHANIbHBIC JJAHHBIE WU PECypChl MHPOPMAIITMOHHON CHUCTEMBI NEPCOHAIBHBIX
JAHHBIX.

BcenomoraresibHble TeXHHMYECKHE CPeACTBA M CHCTEMblI — TEXHUYECKHE
CpPEeACTBa M CUCTEMBbI, HE TIpeIHA3HAUYCHHbIE IS TIepeaun, 0OpabOTKU U XpaHEHUS
MEPCOHAIBHBIX  JAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHHUYECKUMU
CpeACTBAaMHM U CHCTEMaMHM, IpEeIHA3HAUYCHHBIMHU I O0OpabOTKU TMEePCOHATBHBIX
JAHHBIX WM B MOMEIICHUSX, B KOTOPBIX YCTAHOBJICHBI MH()OPMAIIMOHHBIE CUCTEMBbI
MIEPCOHAIBHBIX JAHHBIX.

JocTtyn B OnepanMOHHYIO Cpeay KommbiTepa (MH(OPMALMOHHOI
CHCTEMBbI TMEPCOHAJBHBIX JAHHBIX) — TOJYYEHHE BO3MOXXHOCTH 3allyCcka Ha
BBIMIOJIHEHUE INTATHBIX KOMaHJ, (YHKUWH, TPOIENyp OMEPAMOHHON CHUCTEMBI
(YHMYITOXKEHMSI, KONMHUPOBAHHS, TIEPEMEIICHUs] W T.I.), HCIOJHIEMBIX (aiiioB
MPUKJIAIHBIX TPOrpaMM.

Hoctyn k wuHpOpMAlUM,  BO3MOXKHOCTH TIONMYydeHUs HHMOpMAIMK U €€
UCTIOJIb30BaHUS.
3akijIajouHoe YCTPOHCTBO — DJIEMEHT CpeJcTBa cheMa HHGOPMAIIUU,

CKPBITHO BHEIPSICMBIA (3aKJIaJIbIBACMbIi WM BHOCHMBIM) B MECTa BO3MOYKHOTO
chbema MHQOpMalMK (B TOM YHCIIE OTpaKJECHHE B KOHCTPYKIIHIO, 000pYyI0BaHUE,
peIMEeThl UHTEPhEPA, TPAHCIIOPTHBIE CPEJICTBA, a TAK)KE B TEXHUUECKHE CPECTBA
U CUCTeMBbl 00paboTKH HHGOPMAIIUH ).

3amumaemass uHpopmanus — uHQOpMALMS, SBISIOMIASICS IPEAMETOM
COOCTBEHHOCTH W TIOJIEKAINAsl 3alllUTe B COOTBETCTBUM C TPEOOBAHUSMH TPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSMH, YCTAaHABIIMBAEMBIMHU COOCTBEHHHKOM HH()OPMAITUH.

Nnentudukanmusa — TPHCBOCHHE CYOBEKTaM U O0OBEKTaM JIOCTyIa
uaeHTHpUKaTopa U (WIM) CpaBHEHHE NPEABABIIEMOr0 WHACHTHPHUKATOpPA C
NepeYHeM MPUCBOCHHBIX UACHTU(PUKATOPOB.

HNudopMaTUBHBIA CHUTHAJ — DJJIEKTPUUYECKUE CUTHAIBI, AKyCTUYECKHE,
AIIEKTPOMArHUTHBIC U pyrue GU3MUECKHe IMOoJIs, MO MapaMeTpamM KOTOPBIX MOXKET
OBITh packpbiTa KOH(UACHIHMAIbHAS WHPOpManusa (MepCcOHATbHBIC JTaHHBIC)
oOpabaTpiBaeMasi B UHGOOPMAIIMOHHON CUCTEME MEPCOHABHBIX TAHHBIX.

Nudopmanuonnasi cucreMa mnepcoHadbHbIX AaHHbIX (MCIIIH) -
uH(OpPMAIIMOHHAS  CHUCTEMA, MPEeICTaBIISIOMAs coboit COBOKYITHOCTb
MEPCOHANBHBIX  JaHHBIX, COJEpKamuxcs B  0a3e JaHHBIX, a TaKke
WHOOPMAITMOHHBIX TEXHOJOTUA W  TEXHUYECKUX CPEACTB, TO3BOJISTFOIINX
OCYIIECTBISATh O00pabOTKY TaKWX TEPCOHATBHBIX JAHHBIX C HCIOJb30BAaHUEM
CPEIICTB aBTOMAaTHU3AINH WJIA 0€3 MCTIOIh30BaHUS TAKHX CPEACTB.

NudopmManmoHHble TEXHOJOTMH — TIPOLIECCHl, METOAbI IOMCKa, COOpa,
XpaHeHus, 00paOOTKH, MPEAOCTABICHUS, PACIIPOCTpAHEHUs] MH(OPMALMU U CHOCOObI
OCYIIECTBJICHHS TAaKUX MPOIIECCOB U METOJIOB.

Hcnosb3oBaHne NepPCOHAJBHBIX MaHHBIX — JCHCTBHs (Omeparuu) ¢
MEPCOHATLHBIMU JTaHHBIMHU, COBEPIIAEMBIC OMNEPATOPOM B TIENISIX TPHHITHUS
pPELICHUN WIM COBEPUICHUS WHBIX JIEUCTBHM, TMOPOKIAOIMIMNX IOPUIHYECKHE



MOCJIEICTBUSA B OTHOLIEHUU CYOBEKTa MEPCOHANBHBIX AAHHBIX WIH JPYrUX JHULL
7100 MHBIM 00pa3oM 3aTparvBarOUIUX MpPaBa U CBOOOJBI CyObEKTa MEPCOHATBHBIX
JAHHBIX WIH IPYTUX JIULI.

HUcrounuk yrpo3bl Oe3omacHocTH HH@popManumm — CYObEKT JOCTYMA,
MaTepUAIBLHBI  OOBEKT WM  (U3MUECKOE  SIBIICHUE,  SIBISIONIMECS — MPUIMHON
BO3HMKHOBEHHMSI YIPO3bl 0€301aCHOCTH UH(OPMALIUH.

Kontpoaupyemasi 30Ha — poCTpaHCTBO (TEPPUTOPHUS, 3/IaHWE, YacTh 3/1aHUS,
MIOMEIIICHKE), B KOTOPOM HCKIIIOUYCHO HEKOHTPOJIMPYEMOE MPEOBIBAHUE MOCTOPOHHMX
JIMLI, a TaKKe TPAHCIIOPTHBIX, TEXHUYECKUX M HHBIX MaTEPUAIBHBIX CPEICTB.

KOH(I)I/I}]eHHI/IaJIBHOCTB MEPCOHAJTbHBIX MAaHHBIX — 00s13aTeNIbHOE I
CO6J'II-OI[€HI/I$I OIICpaTropomM WM HWHBIM IOJYYUBHIMM JOCTYIl K ICPCOHAJIBHBIM JTaHHBIM
JIMIIOM Tp€6OBaHI/Ie HC JOITYCKAaTb Hux pac-

npocTpaHeHue 6e3 coryiacusi CyObeKTa MePCOHATIBHBIX JAHHBIX WIIN HAJTMYKS MHOTO 3aKOH
HOTI'O OCHOBAHUSL.

Me:kceTeBoif IKpaH — JIOKATbHOE (OHOKOMIIOHEHTHOE) WK ()yHKITMOHATBHO-
pacrpeneneHHoe NPOrpaMMHOE (mporpamMMHoO-arapaTHoe) CPeACTBO
(KkOMIUIEKC), peam3yroliee  KOHTpOJb  3a  WH(opMarumed, MocTymaromieid B
UHPOPMAIIOHHYIO CHCTEMY  ICPCOHANBHBIX JaHHbIX H (WJIM) BBIXOAAIICH U3
UH(POPMAITMOHHOM CUCTEMBI.

HapymmTenb 6€30aCHOCTH MEPCOHANBHBIX JAHHBIX — (PU3MYECKOE JIHIIO,
CITy4ailHO WJIM MPEAHAMEPEHHO COBEPLLIAOIIEE JEHCTBUS, CIIEICTBUEM KOTOPBIX SIBIISIETCS
HapyllieHne 0e30MacHOCTH MEPCOHANTBHBIX JAHHBIX MPU MX 00pabOTKE TEXHUYECKUMHU
cpelcTBaMu B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JIAaHHBIX.

HeaBTomMaTn3upoBanHasi 00pa0OoTKa MNEPCOHAJBbHBIX JAaHHBIX —
00paboTKa NMEPCOHAIBHBIX JIAHHBIX, COJEPKAIIUXCS B MHPOPMALIMOHHON cUCTEME
NEPCOHATBHBIX JAHHBIX JUOO W3BICUCHHBIX M3 TaKOW CHCTEMbI, CUHUTACTCS
OCYIIECTBICHHOMN 0e3 UCIIOJIb30BaHUS CPEACTB aBTOMAaTH3ALNHU
(HeaBTOMATHU3MPOBAHHOM), €CJIM TaKUE JCHCTBUSA C MEPCOHATLHBIMU JaHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHHUE, PACIpPOCTPAHEHUE, YHUYTOKEHHUE MEPCOHAIbHBIX
JAHHBIX B OTHOIICHUH KaXKIOTO0 U3 CYOBEKTOB TIEPCOHAIBHBIX JaHHBIX,
OCYILIECTBIIAOTCS MPU HEMOCPEACTBEHHOM YYACTHUH YEJIOBEKA.

HenexnapupoBanHble BO3MOXKHOCTH — (DYHKIIMOHAJIBHBIE BO3MO>KHOCTH
CPEICTB  BBIUMCIIMTEIBHOM TEXHWKH, HE ONHMCAHHBIE WM HE COOTBETCTBYIOLIWE
OIUCAaHHBIM B JOKYMEHTALMH, [PY UCIIOJIB30BAHUN KOTOPBIX BO3MOXKHO HapyIICHHE
KOH(DUACHIIMATBHOCTA,  JOCTYMIHOCTH  WJIM  IEJIOCTHOCTH  oOpabarhiBaeMoi
uHopmauu.

HecaHKIIMOHUPOBAHHBIM A0CTYN (HECAHKIIMOHUPOBAHHbIE NEHCTBUSA) —

7IocTynm K WH(pOpMaIy WM JEUCTBUS C WH(OpMANMel, HapyIIaloIpe MpaBuia
pa3rpaHUYEHUs] JOCTYIA HWCIOJIb30BAHUE IITATHBIX CPEACTB, MPEAOCTABISIEMBIX
WH()OPMAITMOHHBIMU CUCTEMaMH TTEPCOHAIIBHBIX JIAHHBIX.
Hocurenas undgopmanum — pusnueckoe JUIO WINM MAaTEPUATBHBIN O0BEKT, B TOM
yucie GUu3nuecKoe 1noje, B KOTopoM HHpopMalius HaXOAUT CBOE OTpaKEHUE B BUJIE
CUMBOJIOB, 00pa30B, CHUTHAQJIOB, TEXHUYECKHUX PpEUIEHUA U  MPOILIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITUUMH.



O0e31MYUBaHUE NEPCOHAJBHBIX [JAHHBIX — JEHUCTBUA, B pPE3YIbTATE
KOTOPBIX HEBO3MOXKHO OIpPEAEIUTh IMPUHAIICKHOCTh MEPCOHANBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY MEPCOHAJIbHBIX JaHHBIX.

O0paboTka mNepPCOHAJBHBIX JAHHBIX — JICHCTBHMS  (Orepammu) C
MEPCOHANIBHBIMUA JJAHHBIMHM, BKJIIOYasi cOOp, CUCTEMAaTH3alHI0, HAKOIUIEHUE, XpaHEHHE,
yTouHeHue (OOHOBIICHHE, I3MCHEHHE), UCTIONB30BaHUE, PACTIPOCTPAHEHHE (B TOM YHCIIE
nepeaavy), 00e3IMYrBaHue, OJIOKUPOBAHNE, YHUUITOKCHHE ITIEPCOHATIBHBIX JTAHHBIX.

O0menocTynHbie IMEPCOHAJIbHbIE [aHHbIe — TEPCOHAIbHBIC JIaHHBIE,
JOCTYIl HEOTPAaHMYEHHOT'O Kpyra JIMIl K KOTOPBIM MPEIOCTABIEH C COrJacus
CyOBbeKTa TMEepCOHAJbHBIX JaHHBIX WM HAa KOTOpble B COOTBETCTBUU C
denepanbHBIMU  3aKOHaMHM HE pPACHpPOCTpaHsieTcsl TpeOoBaHUE COOIIOJICHUS
KOH(UIEHIIUATBEHOCTH.

Omneparop (mepcoHAJBHBIX [JAHHBIX) — TOCYJapCTBEHHBI OpraH,
MYHHUIIMIATBHBIN OpraH, IOPUINUECKOe WM (PU3UUECKOE JIUIIO, OpraHu3yroliee u (WItH)
OCYIIECTBIISIFOIIEE OOpPaOOTKY MEPCOHAIBHBIX JAaHHBIX, a TakKe ONpeeNsIoNHe
e U cojepXaHue 0OpabOTKH MEePCOHANBHBIX IaHHBIX.

Texunueckue cpeacrsa HHPOPMALNMOHHOM CHCTEMbl MEPCOHAJBHBIX
JAHHBIX — CPE/ICTBA BBIUYMCIMTENIBHOM TEXHUKH, WH(POPMAIMOHHO-BBIYUCIUTEIbHBIC
KOMIUIEKCHI W CEeTH, CpEICTBA W CHCTeMbl TMepeiaud, mnpuema u obOpabdotku [1/1H
(cpemctBa W CHUCTEMBI  3BYKO3AIIMCH, 3BYKOYCHWJICHHSI, 3BYKOBOCIPOHM3BEICHUS,
NEPETOBOPHBIE W TEJIEBU3MOHHBIE  YCTPOMCTBA,  CPEIACTBA  W3TOTOBIICHUH,
TUPKUPOBAHUS JTOKYMEHTOB U JIpYrHe TEXHMYECKHE CPEACTBA OOpPaOOTKU pPEUYeBOH,
rpaduieckol, BuiIeo- U OyKBEHHO-IM(POBOH HH(OPMAIIMH), MPOrPaMMHBIC CPEICTBA
(omepalMOHHBIE  CHUCTEMBI,  CHCTEMbl  yOpaBieHuss  OazaMyd  JaHHBIX |
T.I1.), CPEIICTBA 3AIUTHI KH()OPMAILHH, IPUMEHSIEMbIE B UH()OPMAIIMOHHBIX CHCTEMAX.

IepexBat (MHpOpMaNUM) — HEIPABOMEPHOE MOAyYeHHE HHGOPMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOTO CPEJICTBA, OCYIIECTBISIONIET0 OOHApYKEHUE,
nmpueM U 00paboTKy MH(POPMATHUBHBIX CUTHAJIOB.

IlepconanbHble JgaHHbIe — Jr00as WHQpOpMaNusA, OTHOCSIIAsICT K
OTpENICTICHHOMY WJIM OIpENeNsieMOMYy Ha OCHOBAaHMU Takol uWHGOpMaIUU
¢usmueckomy ULy (CyOBEKTY II€pCOHANBHBIX MaHHBIX), B TOM YHCIE €ro
(damwmius, uMsi, OTYECTBO, T'OJI, MECHI], JaTa U MECTO POXKJIEHUs, aJipec, CEMEIHOE,
coLlMaibHOE, MMYILECTBEHHOE IOJIOKEHHE, OO0pa3oBaHue, MpodeccHs, AOXOIb,
apyrast ”HpOpMaIus.

ITo0o4yHBIE  JJIEKTPOMATHMTHBIE  W3JYYEHHS] M HABOAKH  —
ANIEKTPOMArHUTHBIE H3JIYYEHHs] TEXHMYECKHX CpPEICTB OOpabOTKH 3aluiiaeMou
uHbOpMaIlMy, BO3HUKAIOIIME Kak TMOOOYHOE SBJIEHHE U  BBI3BAaHHbBIC
ANEKTPUYECKUMU CUTHAJaMU, IEUCTBYIOIIMMH B UX 3JEKTPUUYECKUX U MAarHUTHBIX
LEIAX, a TAKKE IEKTPOMArHUTHBIE HABOJAKH ITUX CUTHAJIOB HA TOKOIPOBOASIIINE
JIMHUY, KOHCTPYKLUU U UENU TUTaHUS.

IHoMTHKA «YMCTOrO CTOJIA» — KOMIUIEKC OPraHU3allMOHHBIX MEPONPUATHH,
KOHTPOJUPYIOIIHUX OTCYTCTBUE 3alMCHIBAaHUA Ha OyMa)XHbl€ HOCUTENIU KIIOUEH U
aTpuOyTOB JOCTyNa (mapoJiei) U XpaHeHUs uX BOJIM3U 0OBEKTOB JIOCTYIIA.

IHosab30BaTes b HHPOPMALMOHHONH CHCTEMBbI MEPCOHANBbHBIX JAHHBIX —
JMI0, YYacTBYOIIee B (PYHKUMOHUPOBAHUN WH(DPOPMALMOHHON CHCTEMBI



MEPCOHANTBHBIX JAaHHBIX WM UCIOJIB3YIOIIEE Pe3yabTaThl €€ PYHKIIMOHUPOBAHMUS.

IIpaBuwia pasrpaHuvdeHusi JOCTYIIA — COBOKYITHOCTh ITPaBUI,
perIaMeHTUPYIOLIUX TpaBa IOCTyNa CyObEKTOB JOCTyNa K 00bEKTaM J0CTYIIA.

IIporpammHas 3akjajgKa — KOJl IpOrpaMMBbl, MPEIHAMEPEHHO BHECEHHBIN
B MPOrpaMMy C IEJIbI0 OCYIIECTBUTh YTEUKY, U3MEHHUTH, OJIOKMPOBATH,
YHUYTOXUTh UHGOPMAIIMIO UM YHUYTOXHUTH U MOAUDUIIMPOBATH MPOrPaMMHOE
obecrnieueHue MHGHOPMAIIMOHHON CHUCTEMBI MEPCOHANIBHBIX JaHHBIX U (WJIN)
0JIOKUpOBATh annapaTHbIE CPEICTBA.

IIporpamMHoe  (mMpOrpaMMHO-MAaTeMaTH4eCKOe)  BO3JAeHCTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JEWCTBHE HA  PECypChl  aBTOMATU3UPOBAHHOM
UH()OPMAIIMOHHOW CHUCTEMBI, OCYIIECTBISIEMOE C UCIIOJIH30BAHUEM BPEIOHOCHBIX
pOTrpamM.

PackpbiTHE MEPCOHAIBHBIX JAHHBIX — YMBIIUICHHOE WIN CIIy4aillHOE
HapyleHne KOHPUACHIIMATbHOCTH MTEPCOHATBHBIX TAHHBIX.

PacnpocTpaHeHue NepPCOHANBHBIX JaHHBIX — JICHCTBUS, HAIIPaBJICHHBIE Ha
nepeaady TMEpCOHAJIBHBIX JIAHHBIX OMNpeJeIeHHOMY Kpyry Jwui (mepemada
NEPCOHANBHBIX JAHHBIX) WM Ha O3HAKOMIICHHE C TEPCOHAIbHBIMU JIaHHBIMH
HEOTPAHUUYCHHOT'O KpyTa JIUII, B TOM YUCJIe 00HAPOI0BAHKE MTEPCOHATBHBIX JTaHHBIX
B CpeICTBaX MaccoBoiM wWHMOpMaMKM, pa3MelleHHe B WH()OPMAIIMOHHO-
TEIEKOMMYHHUKAIITMOHHBIX CETSIX WJIM MPEIOCTABICHHUE JIOCTYyNa K MEPCOHATBHBIM
JAHHBIM KaKUM-JIMOO MHBIM CTIOCOOOM.

Pecypc nungopmManiuoHHOM CUCTEMbI — UMEHOBAHHBIN 3JIEMEHT CHCTEMHOTO,

PUKIIATHOTO WIIH anmapaTHoro oOecrieueHus G YHKIIMOHUPOBAHUS
UH(GOPMAIIMOHHON CHCTEMBI.
CrnenuajbHble KATeropuu IMEPCOHAJBHBIX [JaHHBIX — TIEpPCOHAJIbHBIC

JaHHBIE, Kacalolluecs pacoBOM, HAIMOHAIBHON MPUHAJICKHOCTH, MOJTUTHIECKUX
B3TJISAJIOB, PEIUTHO3HBIX WIH (QUIOCODCKUX YOCKIACHUN, COCTOSHUS 3I0POBBS H
MHTUMHOM KU3HU CyOBEKTa MEPCOHATBHBIX TaHHBIX.

CpeacTrBa BbIYHCIUTEIbHOI TEXHHUKH — COBOKYITHOCTH IMPOTPAMMHBIX U
TEXHHUYECKUX DJIEMEHTOB CHCTEM OOpaOOTKH JIAaHHBIX, CHOCOOHBIX (BYHKIIMOHHUPOBATH
CaMOCTOATENFHO WJIM B COCTaBE APYTUX CHUCTEM.

CyobekT moctynma (Cy0ObeKT) — JIMIO WM MPOIECC, JICHCTBHS KOTOPOroO
PETJIaMEHTUPYIOTCS TTPABUIIAMH pa3TpaHUYEHUs JOCTYIIA.

TexHnuyeckuil KaHajd yTeYKM HH(OPMAUUM — COBOKYIHOCTb HOCHTEI
uHopmarm  (cpenctBa 00pabOTKM),  (pU3MUECKOH  cpembl  paclpOCTPaHCHHS
WH()OPMATUBHOTO CHUTHAIA W CPEACTB, KOTOPBIMH JOOBIBaeTCS  3aluIaeMast
uHpOpMAIIHS.

TpancrpannyHasi mnepegadya TMEPCOHAJBHBIX [aHHBIX — TIepenaya
MEPCOHANBHBIX JIAHHBIX OMepaTopoM  dYepe3 [ oCymapCTBEHHYIO  TpaHHILY
Poccuiickonn ~ @enepanuu  opraly  BJIACTM ~ MHOCTPAHHOTIO TOCYJApCTBa,
Gu3HIEeCKOMY WIH OPUINIECKOMY JIUIY HHOCTPAHHOTO TOCYAapCTBa.

Yrpo3bl 0e30MaCHOCTH MEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCThH YCJIOBHIA
u  ($aKTOpOB, CO3MAONINX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCIIE
CITy4aifHOTO, JIOCTYyMa K TIEPCOHATBHBIM JTAHHBIM, PE3YJIBTATOM KOTOPOTO MOXKET CTaTh
YHUUTO)KEHHE, M3MCHEHHE, OJOKMpOBaHME, KOTIMPOBAHHME, pac-



MPOCTPaHEHHE NEPCOHANIBHBIX JAHHBIX, & TAKKE MHBIX HECAHKLIMOHUPOBAHHBIX JICHCTBUIA
py UX 00pabOTKE B MHPOPMALIMOHHON CHCTEME MEPCOHATBHBIX JIAHHBIX.

YHUUYTOKEeHHE NMEePCOHANBHBIX JAHHBIX — JCHCTBUS, B PE3YJbTaTe KOTOPHIX
HEBO3MOKHO BOC-
CTAHOBUTb COJIEPIKaHUE MTEPCOHATBHBIX JAHHBIX B UH(POPMALIMOHHON CUCTEME IIEPCOHANb
HBIX JAHHBIX UJIM B PE3YJIbTATe KOTOPBIX YHUYTOXAIOTCS MaTepUalbHbIE HOCUTEIU
MEPCOHANIbHBIX JTAHHBIX.

Yreuka (Bammmaemoi) MHGOPMALMH MO TEXHHMYECKHMM KaHAJIaM —
HEKOHTPOJIMPYEMOE  PACIPOCTpaHEHUE  MH(POpMALMM OT HOCUTENS  3alMIIAEMOMN
uHpoOpMaLMKM  Yepe3  (PU3MYECKYI0  Cpely /10  TEXHHUYECKOrO CpEICTBa,
OCYILIECTBIISIFOLIETO [IepeXBaT MHPOPMALUU.

Yupexaenue — yupexaeHus 3[paBOOXpaHEHUs, COLIMAIbHOMN cdepsl, Tpyaa
U 3aHATOCTH.

Ysa3BuMocTh — €1a00CTh B CPEACTBAX 3ALLUTHI, KOTOPYIO MOKHO MCIIONB30BaTh IS
HapyILIEHHUs! CUCTEMBI WM COZEpXalleiicss B Hel uH(opmalmm.

HenocTHocTh MHpOpPMAUMH — CIIOCOOHOCTH CPEICTBA BBIYUCIUTEIBHON
TEXHUKA WJIM  aBTOMATU3UPOBAHHOW  CHCTEMbI  OOECIIEUMBATH  HEU3MEHHOCTh
uHbOopMaLTH B YCIIOBUSIX CIIy4aitHOro W/unm MIPETHAMEPEHHOT O

UCKaKeHHs (pa3pyIeHust).

O0o3HaYeHUs] M COKpPALLEHMS
ABC — aHTUBUpPYCHBIE CPEICTBA,
APM — aBromaTu3upoBaHHOE pabovee MecCTo;
BTCC — BciomorarenbHble TEXHHUECKHE CPEJICTBA
U CUCTEMBI;
NCIIdn — uH(OpMaIMOHHAS cucrema
NEPCOHATBHBIX JAHHBIX;
K3 — koHTponnpyemas 30Ha;
JIBC — nokanpHas;
BBIUHCITUTEIbHAS CETh
MD — MexceTeBOM IKpaH;
HCJI — HecaHKIIMOHUPOBAHHbII
JOCTYII;
OC — onepallMOHHAas CUCTEMA,
[1/IH — mepcoHanbHbBIE TaHHBIE,;
[IMB — nporpaMMHO-MaTeMaTHYECKOE
BO3JEUCTBUE;
[1O — mporpamMmmHOe obecrieueHue;
[IOMUH — no6o4yHbIE ATEKTPOMArHUTHBIE
W3JIyYeHUS! U HaBOJIKHU;
CA3 — cucrema aHann3a 3alIUIIEHHOCTH,
C3U1 - cpencrtBa 3amuThl HHPOPMAIIHH,
C3I1H — cucrema (moacucTema) 3aiuThl
MEePCOHAIBHBIX TAHHBIX;
COB - cucrema oOHapy X eHUS BTOP>KEHU;



TKY U — TexHnueckue KaHanbl yTEUKU
;uH(pOpMaLuy;

VYBIIJIa — yrpo3sl 6e30macHOCTH
MEPCOHATIbHBIX JJAHHBIX



1. UCIT1Jn Crpykrypa UCII/IH
Tabmuua 1 — [Napamerpst UCITIH

3aJJlaHHbIE XaPAKTEPUCTUKHU Tunosas nHdoOpMaIMOHHASI CUCTEMA
AeROMACHOCTU TeNCOHATRHEIX
CrtpykTypa HHOOPMAIIMOHHON CHCTEMBI ABTOMaTHU3UPOBAaHHOE padouee
[HonknroueHne MHPOPMALIMOHHON Nmeercs

CHCTEMBI K CCTAM O6I_HCFO ITOJIB30BAaHU U

{TITI'TI\ OAOTMANM MO/ TIXOATIOANATIIIIATN

Pexum O6Da6OTKI/I IICPCOHAJIBHBIX MHorormnosb3oBaTeilbcKas
PexxuM pasrpanuyeHus npas JocTymna Cucrema ¢ pa3rpaHU4eHHEM JIOCTYIIA
MO ITKERORATEICT
MeCTOHaXO}KI[eHI/Ie TEXHUUYCCKUX Bce texauueckue CpeaACTBA HAXOOATCA
cnencTR THOONMATTUOHHOU CUCTEMEI R mhenenax Poccutickot Menenanuu
I[OHOJ'[HI/ITGJ'[BHaH I/IH(bOpMaIII/ISI K MMCPCOHAJIbHBIM JaHHBIM
MMPCABABIIACTCA Tpe6OBaHI/Ie
HEJIIOCTHOCTHU.

CocTaB ¥ CTpYKTypa MepCOHAJIbHBIX JaHHBIX
B UCII/In o6pabaThiBalOTCs CIASAYIONINE TTePCOHATBHbIE JaHHBIE:
(T[] damunus, uMs, OTYECTBO.
LIJIMecto, roJ1 ¥ Jata poKICHHUS.
[JJLJAnpec mecTa )KUTENbCTBA.
LI ITacnopTHBIE JAHHBIE.
[ JO0pa3oBaHue.
[0 L Wuadopmarus o TpyA0BOU AeATEILHOCTH, O TPYIOBOM CTaXke.
[0 0 TomarnrHuit, MOOMIBHBIN TENEPOH.
1 JCBeneHnsa 0 COCTaBE CEMBHU.
[JJ[JCBeneHus 0 BOMHCKOM YYETE.
(1010 [JPe3ynbpTaT 0053aTEIBHOTO METUIIMHCKOTO OCMOTpA.




[JJLJ[JKonuu nprka3oB MO JUYHOMY COCTaBY.
Hcxons u3 coctaBa 00pabaTbiBaeMbIX MEPCOHANBHBIX JAaHHBIX, MOXHO CJe€JaThb BBIBOJA, YTO OHM OTHOCATCA K 3
KATerOpMHU MepPCOHANBHBIX JAHHBIX, T.€. K JJAHHBIM, MMO3BOJSIOIIUM UAECHTU(OUIMPOBATH CYOBEKTAa NEPCOHANBHBIX JaHHBIX.
Pexxum 00paOoTKM mpeaycMaTpuBaeT CIENYIOUIUe NEHCTBUS C NEPCOHAIBHBIMHM JaHHBIMH: COOp, CHCTEMAaTH3alMIo,
HaKOIUICHNE, XpaHEeHUe, yTouHeHne (0OHOBIICHHE, N3MEHEHHE), UCTIONB30BAHNE, PACIIPOCTPAaHEHUE (B TOM YHCIE TNepeaady),
o0e3nnuuBanue, OJOKMPOBAHUE, YyAAJIEHUE, YHUUTOKEHHE NePCOHATBHBIX JaHHBIX.
Bce nonws3zoBarenu MCIIAH nmerotr coOctBeHHbIE posii. CIUCOK TUIOBBIX POJIEH MPECTaBIEH B BUAE MaTPUILIbl 1OCTYyNa

B Tabnuue 2.
Tabnuia 2 — Martpuiia 1octyna
I'pynna Yposens nocryna k 1111 Pazpemiennsie nercreus CoTtpynHuKn
Anmunuctpatop | O6namaer npaBaMu AJIMUHHCTPATOpA - cOop [IporpaMmMucT/ yuuTenb
oeszomacuoctn | MCIT/In UH()OPMATHKH
-cucTeMaTH3a s
O6nangaetr mnosHOM uH(OpMamueit 06
NCTIn
- HaKOIUIEHUE
Nmeer pocTynm K  CpencTBaM 3allUTh
HHQOPMAlMd M IPOTOKOJIMpOBaHMs u |~ XPAHCHHUC
K 4acTu Ki1toueBbiX dneMenToB UCIIIx
- YTOUHEHHE
He wumeer mnpaB poctyma K
KOH(UT'YPUPOBAHUIO TEXHUUYECKUX
CPCACTB CCTH 3a HCKIIIOUCHHUCM - UCIIOJIL30BAHUE

KOHTPOJIBHBIX (HMHCTICKITMOHHBIX)




Onepatopsl O6mnanaer BceMU HEOOXOAUMBIMU -cOop PaGoTHHMKH OoTIIENa IpueMa

NCITH ¢ aTpuOyTaMH U IIpaBaMH, - CUCTeMaTu3alus Y BBIIAYU TOKYMEHTOB
MpaBaMM 3anucy pOeceYnBaOIMMUMU TO0CTyn Ko BceM [1/[H. | - HakomieHue
- XpaHEHHUE
- YTOUHEHUE

- UCIIOJIb30BAHUC --YHUUTOKCHHUC

Knaccuduxanus Hapymmrenei

[To mpuznaky npunaanexxuocty k MCII/IH Bce HapymmTenu 1eaaTcs Ha JABE TPYNIbl: BHenHue HapyimuTenu — Gu3ndeckue
JUIa, HEe UMEIOIIUE TTpaBa NMpeObIBaHUS Ha TEPPUTOPUU KOHTPOJIUPYEMOU 30HBI, B Ipe/iesiax KOTOPOM pa3MeInaeTcss 000pya0BaHUE
UCITIn; BayTpeHHue HapyluTeau — pu3ndeckue JIinia, UMEIoIue IpaBo nNpeObIBaHUsl HAa TEPPUTOPUN KOHTPOIUPYEMOU 30HbI,
B IIpejieax KoTopoi pasmerniaercs: ooopynoBanue UCIT/IH.

4.1. BHeNIHU HAPYUIUTENh

B kadecTBe BHemIHero HapymmTens WH(QOpMAIMOHHONW O€30MacHOCTH, pPacCMaTpPUBACTCS HAPYIIUTENb, KOTOPBIA HE
UMEET HEIOCPEACTBEHHOIO JOCTynma K TEXHHMYECKHM CpPEJCTBaM M pecypcaM CHCTEeMbl, HaXOJAIIUMCS B TIpeaernax
koHTpospyeMoi 30H6I MOAY «COII Ne 6 r. Opckay.

[Ipeamnosaraercs, 4To BHEITHUN HAPYIIUTEb HE MOXKET BO3JICMCTBOBATh HAa 3aIIUIACMYIO HH()OPMAIIUIO TT0 TEXHUYSCKUM
KaHaJlaM YTEUYKH, TaK Kak oObeMm uH(popMammu, xpaHumMol u oOpabarteiBaemoit B MCII/IH, sBisieTcs HEIOCTAaTOYHBIM IS
BO3MOXHOM MOTHBAIIMA BHEITHETO HAPYIIUTENS K OCYIISCTBICHUIO JICHCTBUM, HANpPaBICHHBIX YTEUKYy HHGOPMAIUH TI0
TEXHUYCCKUM KaHajaM YTCUKH.

[Ipeamnoiaraercs, 4To BHEITHUN HApYIIUTEIb MOKET BO3J€HCTBOBATh Ha 3alUIAeMYI0 HH(POPMAITHIO TOJIBLKO BO BpEMs €¢
repeayu 1o KaHajlaM CBSI3H.

4.2. BHyTpeHHWI HAPYIIUTEb



BO3MOXHOCTH BHYTPEHHErO0 HapyIIUTENs CYIIECTBEHHbIM O00pa3oM 3aBHUCIAT OT JACHCTBYIOIIMX B Mpejenax
KOHTPOJIUPYEMOM 30HbI OTPAHUYHUTENBHBIX (PAKTOPOB, U3 KOTOPBIX OCHOBHBIM SIBJISIETCS peaju3aliysl KOMIJIEKCa OpraHu3allMOHHO-
TEXHUYECKUX MEp, B TOM YHUCIE MO MOA00pY, paCCTAHOBKE M 00ECIEUEHHUIO0 BBICOKOW MPOPECCHOHAIBHON MOATOTOBKU KaJpOB,
JOMYCKY (PU3WYECKHUX JIML BHYTPh KOHTPOJMPYEMOW 30HBI MU KOHTPOJIIO 32 MOPSAKOM IMpOBEACHHs padOT, HANpaBIECHHBIX Ha
MIPEAOTBPALLEHUE U IPECEUEHNE HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Cucrema pasrpannuenust jgocryna WCII[ln oOecneunBaer pasrpaHuyeHUEe mpaB IMOJIb30BATENEH Ha JOCTYN K
MH(OPMAIMOHHBIM, TPOrpaMMHBIM, anmapatHbiM U ApyruMm pecypcam MCII/IH B COOTBETCTBMU C NPUHATON MOJUTHKON
nHGOpPMAIIMOHHON 6e301acHOCTH (IIPaBUIIAMHU).

K BHyTpeHHHM HapymIHUTeNIsM MOTYT OTHOCHUTbCA: aaMuHUcTparop 6e3onacHoctn MCIIAH (kareropus 1); monbs3oBarenu
UCIIOn (xateropus II);

- uua, o0J1aarolMe BO3MOKHOCTBIO JOCTYIA K CHCTeMe Tepeiayu AJaHHbIX (kareropus V); corpyanuku JIITY, nmeromniue
CaHKIIMOHWPOBAHHBIN JAOCTYIM B CIYKEOHBIX IIEJISAX B MOMEILEHUS, B KOTOPbIX pasmelnarorcs sneMentsl UCII/IH, HO He nMeromue
npasa jgoctymna K HuM (kateropus VI);

- obcnyxuBaroruii nepconan JIITY (Boauresn, yoopiiuk nomemnieHuit) (kateropus VII); ymonHoMoueHHbIH MepcoHa
paspabotunkoB MCIIJIH, KOTOpBI Ha JOTOBOPHON OCHOBE HMMEET IMPaBO Ha TEXHUYECKOE OOCITYKMBAaHHE U MOJIUDUKAIUIO
koMrioneHToB UCII/Ix (kaTeropus VIII).

Ha nun kateropuit | m Il Bo3noXkeHbl 3amauyu MO aIMUHUCTPUPOBAHMIO IMPOTPAMMHO-ANMNapaTHBIX CPEACTB U 0a3
nanabix WCII[IH nns uHTerpani M oOecnedeHUs B3auMOJICUCTBHUS PAa3IUYHBIX MOJCUCTeM, BXoasmux B coctaB UCIIH.
AJIMHUHHUCTPATOPHI NOTEHIMATIBHO MOTYT pPEaIN30BbIBaTh yrpo3bl Ub, uCmonb3yst BO3MOKHOCTH MO HEMOCPEACTBEHHOMY JTOCTYIY
K 3amnuiiaemMor nadopmanun, odpadareiBaemoii u xpanumoit B MUCIIJIH, a Takke K TEXHHUYECKUM M IMPOTPAMMHBIM CPEJICTBAM
NCIIH, BKIIOYass CpeicTBa 3alllUThl, HCIOJIb3yeMble B KOHKpPETHbIX AC, B COOTBETCTBUU C YCTAHOBJIEHHBIMHU JJISl HHUX
aIMUHHUCTPATUBHBIMU MTOJTHOMOYHUSMH.

OTH M@ XOpOUIO 3HAKOMBI C OCHOBHBIMU QITOPUTMaMH, HPOTOKOJAMH, PEATN3yeMbIMU M HUCIOIb3YEMbIMH B
KOHKpeTHhIX mnoxacuctemax u MCIIJIlH B menom, a Takke € NPUMEHSEMbIMH NPUHIUIIAMH M KOHLENIUSAMH O€30MaCHOCTH
[Ipenmonaraercs, 9To0 OHU MOTJIM OBl HCTIOJIB30BATh CTAaHAAPTHOE 000pyI0BaHUE TUOO ISl UICHTU(DUKAIIUN YSI3BUMOCTEH, MO0
s peanuszauuu yrpo3 Ub.

JlanHoe 00OpyHOBaHWE MOXKET OBITh KaK YaCThIO MITATHBIX CPENICTB, TAK M MOXET OTHOCHTHCS K JIETKO MOJYy4aeMOMY
(Hanpumep, IporpaMMHOE 00ecIeueHne, MOTYYeHHOE U3 00IeTOCTYTHBIX BHEITHUX UCTOYHUKOB).



Kpome Toro, npeamnonaraercsi, 4To 3TH JHIAa MOIJIA Obl pacnojiaraTh CleHUaIN3UPOBAHHBIM 000PYI0BAHUEM.

K nmuunam kateropuit I m Il BBuay ux uckmounrtensHoil ponu B UCIIJIH nomkKeH NPUMEHSATHCS KOMIUIEKC OCOOBIX
OpraHU3alMOHHO-PEXUMHBIX MEp MO UX MOAOOpPY, MPUHATHIO HAa padOTy, HA3HAUYEHUIO HA IOJKHOCTh M KOHTPOJIO BBITTOJIHEHHUS
(YHKIIMOHAIBHBIX 0053aHHOCTEH.

[Ipennonaraercs, yro B uncio aul kateropuit | u Il OyayTt BkItoyaThCsa TOJIBKO JOBEPEHHBIE JIUIA U MOTOMY yKa3aHHbIE
JIMLA UCKITFOYAKOTCS U3 YNCIIA BEPOATHBIX HAPYILIHUTEIICH.

[Ipennonaraercsd, uro nuua kateropuit V-Vl otHocarcs k BepoarHsiM HapymurtesnsaM. [Ipennonaraercs, 4To BO3MOKHOCTb
CroBOpa BHYTPEHHHMX HApYLIMTEIEH MaJOBEPOSTHA BBUY NPHUHATHIX OPTaHU3ALMOHHBIX U KOHTPOJIUPYIOIIUX MED.

[Ipennonoxenus o6 uMeronieicss y Hapymurtenas uHbopMmaun o0 o0bEKTax peanu3aliu yrpo3

B kadecTBe OCHOBHBIX ypOBHEW 3HaHuil Hapymwutenei 00 AC MOXHO BBLICIUTH CIEIYIOUIUE:
oowasn ungopmayus — uHGopMaruu o HazHaueHuss u oOumux xapakrepuctukax UCIIAH; sxcnnyamayuonnas ungopmayus —
uHbOpMaIIKs, TOTyYEeHHAs! U3 IKCIUTyaTallHOHHON JIOKYMEHTAIINH;
yyecmeumenvHas uH@gopmayus — WHPOPMAIMS, AOMOJHSIIONIAS JKCIUTyaTannoHHylo uHbopmainuio o0 UCII[n (manpumep,
CBeJicHUs U3 NMpoekTHOU nokymenTtaruu MCITIn).

B yacTHOCTH, HApYIIUTENH MOXKET UMETh:

- TaHHbIe 00 opraHu3aluu paboThl, CTPYKTYPE U UCIOIb3yEMbIX TEXHUYECKUX, TPOTPAMMHBIX H TPOrPAMMHO-TEXHUYECKUX
cpeactBax UCII/H;

- cBezieHust 00 uHpopMannoHHbIX pecypcax UCIIJIH: mopsinok U mpaBuiia CO3AaHMs, XpaHEHUs U nepeaayn nHhopMaIiu,
CTPYKTypa U CBOMCTBA MHPOPMAIIMOHHBIX MIOTOKOB;

- JaHHBIE OO0 YSA3BUMOCTSX, BKIIOUas JaHHBIE O HEJOKYMEHTUPOBAHHBIX (HEICKIAPUPOBAHHBIX) BO3MOXKHOCTSIX
TEXHUYECKHUX, MPOrpaMMHBIX U ITporpaMMHO-TexHu4Yeckux cpeacts UCII/H;

- 1aHHble 0 peann3oBaHHbIX B [IC3U npuHIMnax ¥ alropuTMax; - UCXOAHbIE TEKCThI TPOTPAMMHOTO

ob6ecneuenus UCII/H;

- CBEJICHHA O BO3MOKHBIX KaHAllax peajiu3allid yrpo3; - HHPOpPMAIUIO O Crocodax

pean3anmu yrpos.

[Ipeanonaraercsi, uro nuua kateropuu V u kareropuu |V BiIagerOT TOJNBKO HKCIUTyaTAlMOHHOW HMH(pOpMaluen, 4To
o0ecreuynBaeTCs OpraHu3aluoOHHBIMU MepaMu. [Ipu 3ToM nuia kateropun 1V He BIaJCIOT MapoOIbHOMN, ayTCHTHPUIIUPYIOIMIECH U
KItoueBor nH(popMmarmen, ncrnonszyemoit B AVC, k KOTOpbIM OHM HE UMEIOT CAHKIITMOHMPOBAHHOTO JOCTYTIA.



[Ipennonaraerca, yto auma Kateropuu V BIaACIOT B TOM WM WHOM YacTH UYYBCTBUTEIBHOM M HSKCIUTyaTalMOHHOU
uHopMmarmet o cucrteMe nepegaun uHpopmanuu u oduei nHpopmanueit 06 AVUC, UCHONB3YIONUX ATy CUCTEMY Mepeaadu
uH(popmanuu, 4To OOecneyuBaeTcsi OpraHu3alMOHHBIMM Mepamu. llpu 3ToM nuua kareropuun V He BIaJCIOT MapoOJIbHOW U
ayreHTU(uIMpyromen nHpopmanuei, ucnonaszyemoit B AUC.

[Ipennonaraercsa, yto auna karteropuu VI u nuna xareropuu VIl mo ypoBHIO 3HaHMI HE MPEBOCXOASAT JIMIA KATETOPUU
V.

[Ipennonaraercsa, yto nuua kareropuu VIl obnanator wyBctBuTenbHOM nHPopMmanuein 06 UCIIIH u (yHKUMOHATBHO
opuentupoBanHbix AWC, Bkimouas wuHbopMmanuioo 00 YA3BUMOCTSAX TEXHMYECKMX M mporpaMMmubix cpenacts MCIIAH.
OpraHu3alMOHHBIMA MEPAMH MpeArnojiaraeTcss UCKIIOUUTh JocTyn jun kateropuu VI x TexHuyeckuM W MOporpaMMHBIM
cpencteam UCIIJIH B MOMEHT 00pabOTKH C UCHOJIB30BAHUEM TUX CPEJCTB 3allUIaeMOl HH(OPMAIIIH.

Takum oOpaszom, Hanbosnee nupopmrupoBanHbiMU 00 AVC saBsitorest nuia kareropuw 11 u nuna kareropuun VIII.

Crenenb MHGOPMUPOBAHHOCTU HAPYIIUTENS 3aBUCUT OT MHOTUX (PakTOpoB, BKItOYas peann3oBaHHbie B JIITY koHKpeTHBIC
OpraHU3aIMOHHBIE MEPHI U KOMIIETCHIINIO HapymuTese. [IoaToMy 00bEeKTUBHO OIIEHUTH 00HEM 3HAHUI BEPOSITHOTO HAPYITUTES
B 00I1IeM CiTy4yae MPaKTUYECKH HEBO3MOXKHO.

B cBsI3u ¢ M3M0KEHHBIM, C €0 CO3JJaHUs OIPEAENIEHHOTO 3araca MPOYHOCTH MPEANOoaraeTcs, YTo BEepOsTHbIE HAPYIIUTEIU
o0nagaroT Bceil uHpopMaluei, HeoOX0IUMOMN IS MOATOTOBKY M peaju3alii yrpo3, 3a UCKII0YEeHUEM MHGOPMAIIIH, JOCTYI K
KOTOPO# CO CTOPOHBI HAPYUIUTEINSI UCKITI0YAETCsl CUCTeMOM 3amuThl nHGopManuu. K takoit uHpopMaluu, Harpumep, OTHOCUTCS
napoJjbHasi, ayTeHTU(PUIMPYIOIas U KitoueBasi HHGOpMaIIHs.

[IpenmnomnosxxeHus 00 UMEIOLTUXCS y HAPYIIUTENS CPEJICTBAX pPeau3aIui yrpo3.

[Ipeanonaraercs, 4ro HapymuTesb uMmeeT: anmnaparabie KoMnoHeHThl C3I1In u CO C3I1/H;
- TOCTYITHBbIE B CBOOOIHOM MPOIake TEXHUYECKUE CPEICTBA U MPOTPaMMHOE 00eCTieueHuE;
- CTICIIUATILHO pa3pabOTaHHBIC TEXHUYECKHE CPEACTBA M POrPaMMHOE 0OecTIeUeHNE.

BHyTpeHHHI HApyIIUTEIb MOKET UCIIOJIb30BAThH IITATHBIE CPE/ICTBA.
CocTaB UMEIONIMXCS Y HApYLIUTENsl CPEACTB, KOTOPhIE OH MOXET HCMIOJb30BaTh s peanuszauuu yrpo3 UMb, a Takxke
BO3MOXHOCTH IO WX MPUMEHEHHUIO 3aBUCAT OT MHOTHX (DaKTOpOB, BKJIIOYAs peann3oBaHHbIe Ha oObekTax JIITY KoHKpeTHbIE



OpraHu3alMOHHbIE MEphl, (PMHAHCOBBIE BO3MOXKHOCTU M KOMIETEHIMIO HapymuTene. [103Tomy 0ObEKTUBHO OLIEHUTH COCTaB
MMEIOILMXCS Y HAPYIIUTENS CPEAICTB pealn3alii yrpo3 B 00IIEM ClTydae MPaKTUYECKH HEBO3ZMOKHO.

[ToaTomy, ana coznanud ycrounBoi C3I1/IH npeanonaraercs, 4To BEPOATHBIN HAPYLIUTENIb UMEET BCE HEOOXOAUMBIE IS
peanu3aluu yrpo3 CpeicTBa, BO3MOKHOCTH KOTOPBIX HE IPEBOCXOIAT BO3MOKHOCTH aHAJOTUYHBIX CPEJCTB PEATU3ALMU YTPO3 Ha
MH(OPMAIUIO, COAEPKAILLYIO0 CBEIEHUS, COCTABISAIOIINE TOCYAAPCTBEHHYIO TaliHYy, U TEXHHUYECKUE U MPOTrpaMMHBIE CPE/ICTBa,
oOpabaTbIBaroIINe 3Ty HHPOPMAITHUIO.

BwmecTte ¢ TeM npeamnonaraeTcs, 4To HapyIIMUTENIb HE UMEET: CPEJCTB MIEPEXBATA B TEXHUYECKUX KaHAIaX YTEUKH;

- CPE/CTB BO3ACICTBUS Yepe3 CUTHANIbHBIE 1IenH (MH(popMalmoHHbIe U ynpasistonie uarepdeiicsl CBT);
- CPEJICTB BO3JECHCTBUS HA UCTOYHUKH M Y€pe3 LIENU MTUTAaHUS; CPEACTB BO3ICUCTBHS YEPE3 LIETIH 3a3EMIICHUS;
- CPEICTB aKTUBHOI'O BO3JIEUCTBHS HA TEXHUYECKUE CPEACTBA (CPEACTB OOIyUEHNUs).

[Ipennonaraercs, 4ro HauboJyiee COBEPIICHHBIMHU CPEACTBAMHU pealu3aluu yrpo3 obnagatoT auia kareropuu I u numa

kareropuu VIII. Mcxonusiil yposens 3amuiennoctu UCITIH

[Tog oOmmMM ypoBHEM 3alllMIIEHHOCTH TIOHUMAETCs OOOOIICHHBIM TIOKa3aTeNlb, 3aBUCAIIUA OT TEXHUYECKUX M
sKcIuTyaTalinoHHbIX Xapaktepuctuk UCIIIH (Y1).

B tabnuiie npeacraBieHbl XapaKTepUCTHKU YPOBHS UcXoaHOM 3antumienHoctu 1 UCTIIa

Tabmuna 1 — MicxoaHbIl ypOBEHb 3aIIUIIICHHOCTH

YpoBeHb
3alIUILEH
[Tozunms  TexHuuyecKkHe U HKCILTyaTallMOHHbIE XapaKTEPUCTHUKU HOCTH
1 [To TeppuTopranbHOMY pa3MeIeHUI0
2 [To HanUuKIO COETMHEHUS C CETIMU OOLIETo MOJIb30BAHUS
3 ITo BcTpoeHHBIM (JIeTajbHBIM) OTIepalHsIM C 3amucsiMu 0a3

IECPCOHAJIbHBIX JaHHBIX




4 [To pa3rpaHn4eHuUIO 10CTyNa K NEPCOHAIBHBIM JaHHBIM

3) [To nanmuuuro coenunenuii ¢ npyrumu 6azamu I1/{a nnsix UCI1/Qn
6 [To ypoBHio (06e3mmunBanus) [1/1a0
I [To 06wemy I1/IH, KOTOpBIE IPETOCTABISIOTCS CTOPOHHUM

nosb3oBarensm MCII/In Oe3 npenBapuTesbHO 00paboTKH

BepositHocTh peanuzanuu Y BII/IH.

[To1 BEpOSATHOCTBIO peaM3aiiy YrPO3bl MIOHUMAETCS OTPE/ISIAEMbIN SKCIICPTHBIM ITyTEM IOKa3aTeb, XapaKTESPHU3Y IO,
HACKOJIbKO BEPOSITHBIM SIBJISICTCS pean3anus KOHKpeTHOH yrpo3sl 6e3omacHocT [1){H as UCIIIH B CKIIaapIBArONTUXCS YCITOBUSIX
00CTaHOBKH.

YucnoBoit koadpduimeHT (Y2) s OLIEHKH BEPOSITHOCTH BO3HUKHOBEHUS YIPO3bI OMpeesieTcs: mo 4 BepOaabHBIM Tpajaliism
ATOTO TTOKA3aTEIIA:

-MaJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTHUBHEIC TIPEITOCHUIKH TS ocyIecTBieHus: yrpo3sl (Y2 = 0);

-HU3Kas BEPOSATHOCTH - OOBCKTHBHBIC MPEATOCHIUIKA ISl peau3allii yrpo3bl CYIMIECTBYIOT, HO MPHHATHIE MEPHI CYIIECTBEHHO
3aTPYAHSAIOT ee peanuzannio (Y2 = 2);

-CPEIIHSSI BEPOSITHOCTh - OOBEKTHBHBIE TPEIIIOCHUIKH TSI pEAI3aIlMA YTPO3bl CYIIECTBYIOT, HO MPUHATHIC MEPhl 00eCIICUCHHUS
6e3onacHoctu [1/1n Hepocratounsl (Y2 = 5);

BBICOKAs BEPOSATHOCTh - OOBEKTUBHBIC NPEINOCBUIKH IS peaM3allid YIpO3bl CYIIECTBYIOT W MEPHI MO OOECIEYCHHIO
6e3onacHoctu [1/1n He mpunsate (Y2 = 10).

ITpu 06paboTke nepcoHanbHbIX AaHHBIX B MCIIJIH MOXHO BBIICTUTD CIETYIONTNE YTPO3bI:



1. Yrpo3sl yreuku nHpOpMauy o TEXHUYECKUM KaHalIam

2. YTpo3bl yTeUKU aKyCTHUECKOU (peueBoil) nHpopmaIuu.
Bo3HuKHOBEHHE yIpo3 yTEUKH aKyCTUUYECKOH (peueBoit) nHpopMaIum, cojiepKalleics HemoCpeACTBEHHO B TPOU3HOCUMON pedH
nosib3oBatens UCIIIH, npu o6padotke [11n B UCII/IH, Bo3MoOkHO npu HamuuueMm (pyHkiuil rogocosoro BBoaa [1/1n B UCIT(n
win pyHkuui BocnpousBeaeHus [1/{n akyctuueckumu cpencrsamu UCIT/IH.

B UCI1n yupexnennss MBOY COIII c. Bo3necenckoro ¢pynkiuu rogocoBoro BBoa [/ win G yHKIIMM BOCIpOU3BEICHUS
ITI/IH akycTHYECKMMU CPEICTBAMHU OTCYTCTBYIOT.

BeposiTHOCTB peann3anuy yrpo3sl — MaJ10BepOsATHA.

3. Yrpo3bl yTeuku BUI0BOM MHGOPMALINH
Peanuzanus yrpo3bl yTeuky BU0BOM HH(POPMAITUU BO3MOKHA 32 CUET MPOCMOTpa MHPOPMAIIMH C TOMOIIBIO ONTHYECKUX (OMTHUKO -
AJIEKTPOHHBIX) CPEICTB C DKPAaHOB JIUCIUIEEB M JPYTUX CPEACTB OTOOPAKEHHUS CPEJICTB BBIYUCIUTEIBHON TEXHUKH,
UH(OPMAIIMOHHO-BBIYUCIUTEIBHBIX KOMIIEKCOB, TEXHUYECKUX CPEJICTB 00pabOTKH rpaduueckoi, BUaeo0 U OyKBeHHO-IIUGPOBOI
uHdopmanuu, Bxoasmux B coctaB UCIIIH.

B yupexneHun BBEIEH KOHTPOJb AOCTyNa B KOHTpoJupyemylo 30HY, APM mnonp3oBaTeneil pacmoyiOkKEHbI TaK, 4TO
NPaKTUYECKU UCKIIFOYEH BU3YabHBIN TOCTYIl K MOHUTOPAM, a HA OKHAX YCTaHOBJICHBI JKaJIO3U.
BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOSITHA.

4. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO J0CTyNa K HH(OpMaIuu
Peanuzanus yrpo3 HCJI x nHbopManmy MOKET IPUBOIUTD K CICAYIOIIMM BUAaM HapylIeHUs ee 6e30MacHOCTH:
- HApYyIICHHI0 KOH(HICHIHAIBHOCTH (KOMUPOBAaHUE, HEMPABOMEPHOE pPACHpPOCTPAHEHHE); - HAPYIICHUIO IEIOCTHOCTH
(YHHUTOXEHUE, U3MEHECHHUE);
- HapyIIEHUIO IOCTYMHOCTH (OJOKUPOBAHUE).

5. Yrpo3sl yaudToxkeHus, xutieHus ammapatHeix cpeactB UCIIIH Hocuteneir napopManuu myTeM GU3NIECKOTro JTOCTYTa
k anemenTam UCII/IH, kpaxa [I9BM.



VYrpo3a ocymectusiercss myreM HCJ/[ BHEIIHMMU U BHYTPEHHUMH HApYLIUTEISAMU B TOMELICHUS, TA€ PACIOIOKEHBI JIEMEHTHI
NCII/H.

B yupexaennn BBEIEH KOHTPOJIb JOCTYNAa B KOHTPOJIUPYEMYIO 30HY, YCTAHOBIICHA OXPaHHAs! CUTHAJIM3ALIMS, JBEPU 3aKPBIBAKOTCS
Ha 3aMOK.

BepostHOCTB peanuszanuy yrpo3sl — MaJ0BEPOATHOM.

6 . Kpaxxa nocurenei nudopmanuu
VYrposa ocymectBisiercs nyreMm HCJl BHEIIHUMU M BHYTPEHHUMH HAPYIIUTENSIMHA K HOCUTENIIM UH(POPMALIUU.
B YupexneHuun BBeIeH KOHTPOJIb IOCTYIIa B KOHTPOJIUPYEMYIO 30HY, YCTAHOBJIEHA OXPaHHAsl CUTHAJIU3AIUs, IBEPHU 3aKPBIBAIOTCS
Ha 3aMOK, BEJIETCS Y4eT U XpaHEHHUE HOCUTENIEH B 3alTUPAeMOM IIKADY.
BeposTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOSITHA.
7. Kpaxa kitoueit u aTpuOyTOB J10CTYTIA
VYrposa ocymectBisgercs nyreM HC/] BHEIIHUMHY U BHYTPEHHUMU HApYIIUTEISIMU B TOMEIIECHHUS], T/I€ POUCXOAUT padoTa
II0JIb30BaTENIEH.
B VupexaeHnn BBeIEH KOHTPOJb AOCTyIla B KOHTPOJIMPYEMYIO 30HY, YCTaHOBJICHA OXpaHHAas CHTHAIM3aLus, ABEPU
3aKpbIBAIOTCS Ha 3aMOK, OPraHU30BaHO XpaHEHUE KIoUel B 3anupaeMoM 1iKady U BBeJI€HA NOJUTHKA «IMCTOTO CTOIA.
BeposTHOCTh peanu3anuu yrpo3sl — MaJOBEPOsiTHA.

8. Kpaxku, monudukanum, yHUuTOKEHUS HHGOPMAITIN

VYrpo3a ocymectBigercs nyreM HC/[ BHEIHMMU WM BHYTPEHHHUMH HApPYIIUTEISIMU B MOMEUIEHUS, T/I€ PaCIOIO0KEHBI
sanemenTsl UCII/IH 1 cpencTBa 3alUThl, a TaK *Ke MPOUCXOIUT padoTa MoIb30BaTENEH.

B Vwupexnenuu BBeJEH KOHTPOJIb JOCTYNa B KOHTPOJUPYEMYIO 30HY, YCTAHOBJIEHAa OXpaHHAs CUTHAIU3ALMS, ABEPHU
3aKpBIBAIOTCS HA 3aMOK.

BeposiTHOCTH peanu3anuu yrpo3sbl — MaJI0BepPOSITHA.

9. BeiBoa u3 ctpos y3n0B [I19BM, kaHanoB cBs3u



VYrposa ocymectsisgercss nyremM HC/[ BHEIIHMMH M BHYTPEHHHMM HAPYLIMTEISIMH B IIOMEIICHMS, TI€ PACIOJIOKEHBI
anemeHTbl UCII/IH 1 npOXoAsT KaHAJIBI CBSI3H.

B VupexneHun BBeAEH KOHTPOJIb NOCTyNAa B KOHTPOJMPYEMYIO 30HY, YCTAHOBJICHA OXpaHHAs CUTHAJIMA3ALMSA, ABEPU
3aKpbIBAIOTCS HA 3aMOK.
BeposTHOCTh peann3anuy yrpo3sl — MajJOBEpPOsATHA.

10. HecaHKIMOHUPOBAHHOE OTKIIFOYEHUE CPEACTB 3aIUTHI

VYrposa ocymecteigercs nyremM HCJ/[ BHEIHMMH M BHYTPEHHHMM HAPYLIMTEISIMH B IOMEILICHMS, TJIE€ PaCIOJIOKEHBI
cpeactsa 3amuThl UCITIH.

B Vupexnenun BBeAEH KOHTPOJIb JOCTYNAa B KOHTPOJMPYEMYIO 30HY, YCTaHOBJIEHA OXpaHHas CUTHAJIU3alUs, JABEpU
3aKpbIBAIOTCS Ha 3aMOK, nosb3oBaTenu MCIIIxn npouncTpyktupoBansl o padore ¢ [1/1H.

BeposiTHOCTH peanu3anuu yrpo3sl — MaJ0BepOsATHA.

11. Vrposbl XuilleHHs, HECAHKIIMOHUPOBAHHON MoauQUKAIlMu Wik OJOKUpOBaHMS HWHPOpPMAIUU 34  CUET
HecankimonupoBannoro jpocryna (HCJI) ¢ mpumeHeHneM mporpaMMHO-anmapaTHbIX W MPOTPAMMHBIX CPEJICTB (B TOM YHCIIEC
IPOrpaMMHO-MaTEMAaTUYECKUX BO3EHCTBUI). JIeHCTBUS BpEJOHOCHBIX IpOrpamMM (BUPYCOB).

[IporpammHO-MaTeMaTHuECKOE BO3JIEUCTBHE - 3TO BO3/ACHCTBHE C MOMOIIBIO BPEAOHOCHBIX MTPOTPAMM.

[IporpaMMoil C MOTEHIMAIBHO OMACHBIMHU IIOCICACTBUSAMHU WU BPEIOHOCHOW MporpaMMoi (BUPYCOM) HAa3bIBAIOT
HEKOTOPYIO CAMOCTOSTEIbHYIO IIpOrpaMMmy (HaOOp UHCTPYKITUI), KOTOpasi ClIOCOOHA BBITIOJIHATH JTI000€ HEMyCTOE MOAMHOKECTBO
cleayromux QyHKIHM:

- CKpBbIBaTh MPU3HAKH CBOETO MPUCYTCTBHUS B MPOTPAMMHOI Cpe/ie KOMITBIOTEPa;

- 00MamaTh CIOCOOHOCTHIO K CaMOyOJIMPOBAHUIO, ACCOIMUPOBAHUIO c€0s C APYTMMH MpOorpaMMaMu U (WJIH) TMEPEHOCY CBOMX
(dbparMeHTOB B MHBIE 00IACTH ONIEPATUBHON WIJIM BHEITHEH TTaMsITH;

- pa3pymath (MCKa)KaTh MIPOU3BOJIBHBIM 00pa30M) KO MPOTPaMM B ONIEPATHBHOM MaMSITH;

- BBIMOJHATH 0€3 WHUIIMUPOBAHUS CO CTOPOHBI MOJh30BaTENsl (IMOJIB30BATEIBCKONW MPOTPAaMMBI B ITATHOM pEXUME €€
BBITIOJTHEHHUS ) IECTPYKTHBHBIC (PYHKITNH (KOMUPOBAHUS, YHUUTOKEHUS, OJIOKUPOBAHUS H T.I1.);



- coxpaHATh (parMeHTsl MH(GOPMAIIMK U3 ONEPATUBHON MaMATH B HEKOTOPBIX OOJACTSAX BHELIHEH MaMATH MPSIMOTO JOCTYIa
(JIOKaJIbHBIX WM YJAJICHHBIX);
- HUCKaXaTh MPOMU3BOJBHBIM 00pa3oM, OJIOKMpPOBATh M (WJIHM) MOAMEHATH BHIBOJUMBIN BO BHEIIHIOK MAMSTh WIM B KaHajl CBA3U
MaccuB MHQpoOpManuu, 00pa30BaBIIMICS B pe3ysibTare pabOThl MPUKIATHBIX MPOTrpaMM, WM YK€ HaXOSIIMecs BO BHEUIHEH
[IaMATH MACCHUBBI JaHHBIX.

B Vupexnenun Ha Bcex aneMmentax MCII/IH ycTaHOBIIEHa aHTUBUPYCHAS 3allUTa, [TOJIb30BATEIN POUHCTPYKTUPOBAHBI O
Mepax IPeI0TBPALLEHUS BUPYCHOI'O 3apayKEHUS.

BeposTHOCTH peanu3anuu yrpo3sl — HU3KAasl.

12. HepexnapupoBaHHbie BO3MOKHOCTH cucteMHOro 110 u 1O ans 06paboTku nepcoHaabHbIX JaHHbBIX.

HenexnapupoBaHHbIe BO3MOXXHOCTH — () YHKIIMOHATBHBIE BOBMOXXHOCTH CPEJICTB BHIYUCIUTENILHON TEXHUKH, HE OTIMCAHHbIE
WIM HE COOTBETCTBYIOLIME ONHUCAHHBIM B JOKYMEHTAllMM, IIPU HCIOJb30BAHUM KOTOPBIX BO3MOXHO HapylIEeHUE
KOH(UIECHIIMATBHOCTH, JOCTYITHOCTH WM LIEJIOCTHOCTU 00pabaThiBaeMOi MH(OpMAIIUU.

B Vupexnenun HeT mnporpaMMHOro oOecreueHusi pa3padaThiBAEMOro COOCTBEHHBIMHU pa3padOTYMKAMH/CTOPOHHUMU
CIIELIUAIIUCTAMM.

BeposiTHOCTH peanu3anuu yrpo3sl — MaJ0BePOsiTHA.

13. Ycranoska [10 He cBA3aHHOTO C UCTIOJTHEHUEM CITYKEOHBIX 00SI3aHHOCTEH.
VYrpo3a ocyniecTBiseTcss NyTeM HECAHKIMOHUPOBAHHOW ycTaHOBKHU [IO BHYTpEHHHMU HApYyIIUTEISAMH, YTO MOXKET IMPUBECTU K
HapyIIEHUIO0 KOHPUISHIIMATBHOCTH, 11eTIOCTHOCTH U qocTymHocTH Bcert MCII/IH nnu ee anmeMeHToB.

B VupexneHun BBeIeHO pa3rpaHUYECHUE IMpaBaMu IMoJb30Barelie Ha ycTtaHOBKY I[IO u ocyliecTBisieTcss KOHTPOIb,
MOJIb30BATENIA MPOMHCTPYKTUPOBAHBI O ONUTHKE ycTaHOBKHU [10. BeposTHOCTE peanu3anuu yrpo3bl — MajJoOBEPOSTHA.



14. Yrpo3sl He npeHaMEpPEHHbIX ACHCTBUI NOJb30BaTeNel U HapyleHuil 6e3onacHoctu GpyHkuuonuposanus UCIIIH u
C3I1/H B ee cocTaBe n3-3a COOEB B MPOrPAMMHOM OOECIIEUEHHUH, a TAKKE OT Yrpo3 HEAHTPOIOTeHHOTo (CO0EB anmapaTyphl U3-3a
HEHAJIe)KHOCTHU AJIEMEHTOB, COOEB AJIEKTPONUTAHUS) U CTUXUUHOTO (YIapOB MOJIHUM, 0KapOB, HABOJIHEHHUH U T.II.) XapakTepa.

15. Y1pata ximtoueit u aTpuOyTOB JOCTYTIA.

VYrpo3a ocylecTBIsIETCSl 3a CUET JEHUCTBUS yesnoBedeckoro ¢gakropa nonb3oBateneit MCIIJIH, koTopble HAPYIIAIOT MOJIOXKEHUS
MapoJIbHOW MOJMTUKE B YACTU WX CO3JaHUs (CO3JAI0OT JIETKWE WJIU MYCThIE Mapoju, HE MEHSIOT Mapoju MO UCTEUEHUU CPOKa UX
KU3HU WIM KOMIIPOMETAIMM U T.M.) U XpaHEHHUs (3alUCHIBAIOT MapoJidi Ha OyMaKHbIe HOCUTENH, NepeAaroT KIIYHU JI0CTyIa
TPETHUM JIUIIAM U T.I1.) UJIU HE OCBEJIOMJICHBI O HUX.

B Vupexnenun BBeqeHa mapoJibHasl MOJUTHKA, MpeaycMaTpuBaroiias TpeOyeMyo CIO0KHOCTh Maposisi U MEPUOUYECKYIO €T0
CMEHY, BBEJCHA IIOJUTUKA «YHUCTOIO CTOJa», OCYILIECTBISACTCS KOHTPOJb 34 HX BBIIOJIHEHHWEM, I10JIb30BATEIHN
MIPOMHCTPYKTUPOBAHBI O MAPOJIbHOW MOJUTHUKE U O JCUCTBUAX B CIyYasX YTPAThl WA KOMIIPOMETAUU TAPOJICH.

BepOHTHOCTL pcain3anr yrpo3bl — HU3Kasl.

16. Henpennamepennass Moaudukanus (yHUYTOKeHHE) MHPOPMAIIMK COTPYAHUKAMHU. YTPo3a OCYIIECTBIAETCS 32 CUET
JefcTBUS yenoBeueckoro (akropa nonb3oBatenei MC-
[1/11, KOTOpBIE HAPYLIAIOT MOJOKEHUS MPUHATHIX TTpaBuid padotel ¢ UCII/IH nnm He 0CBETOMIICHBI O HUX.
B Yupexaenun ocymiecTBiasieTcsl pe3epBHOE KonupoBaHue oopadareiBaeMbix [1/[H, momp30BaTenu NpoOMHCTPYKTUPOBAHBI O paboTe
¢ UCIIH.

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOSITHA.

17. HenmpenHaMepeHHOE OTKIIIOYEHUE CPEACTB 3alUThI.
VYrpo3a OCyIIecTBISETCS 3a CYET NEUCTBHs uejoBedeckoro ¢akropa momb3zoBareneit MCIIH, xoTopsie HapymiarT
MOJIOKEHUS NPUHATHIX npaBuil padoTel ¢ MCII/IH u cpecTBamMu 3allUThl UM HE OCBEJOMIICHBI O HUX.



B VYupexnenun BBEAEH KOHTPOJIb JOCTYIIA B KOHTPOJIUPYEMYIO 30HY, ABEPH 3aKPBIBAIOTCS HA 3aMOK, OCYILECTBIISETCS
pasrpaHUyYeHue TOCTyNa K HaCTpOMKaM PeXKMMOB CPEACTB 3allUThI, MOJIb30BaTEIN MPOUHCTPYKTUPOBaHbI 0 padbote ¢ UCII/IH.

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOsiTHA.

18. Boixoa U3 cTpos annapaTHO-IIPOrPaMMHBIX CPEICTB.

VYrpo3a OCYLIECTBISIETCS BCJIEACTBUE HECOBEPIIECHCTBA AaNNapaTHO-NPOTPAMMHBIX CpPEJCTB, M3-32 KOTOPBIX MOKET
IPOUCXOJIUTh HAPYIIEHUE LETOCTHOCTH U IOCTYITHOCTH 3alllMIIaeMO HHPOpPMaLIUU.

B Yupexnenun ocyiecTBiseT pe3epBUpOBaHnEe KIH0UYEBbIX dy1eMeHTOB UCII/IH.

BeposiTHOCTH peanu3anuy yrpo3sl — MaJoBepPOsiTHA.

9. Cooli cucTeMbl 2J1eKTPOCHAOKEHHS.

VYrpo3a oCyIIeCTBIsSETCS BCIAEACTBUE HECOBEPILIEHCTBA CHUCTEMBI JIEKTPOCHAOKEHUS, M3-32 YEro MOXKET MPOMCXOAUTH
HapylIeHUe [IEJIOCTHOCTH U JOCTYITHOCTH 3allMIaeMOi HH(OpMaLUu.
B Vupexnenun ko Bcem kmoueBbM 3nemeHTam MCII/IH noakitoueHsl HCTOUHUKH Oecriepe0OMHOT0 MUTAaHUS U OCYIIECTBISET
pe3epBHOE KONMMPOBaHUE UH(POPMALIHH.

BeposTHOCTH peanu3anuy yrpo3sl — MaJ0OBEPOsiTHA.

20. Ctuxuitnoe OeacTBHE

Yrpo3a ocyIiecTBIICTCS BCISACTBUE HECOOIIOACHUS MEP MOXKapHOH 6€301acCHOCTH.

B Vupexnennn ycTaHOBIEHa IOXapHas CHUTHAIW3AIMA, IOJIh30BATENIM MPOMHCTPYKTHPOBAHBI O JCHCTBHIX B ClIydac

BO3HHMKHOBCHU BHCIITATHBIX CHTyaHHﬁ.

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOsSITHA.



21. Yrpo3sl npe1HAMEPEHHBIX 1EUCTBUN BHYTPEHHUX HAPYIIUTEIEH.

Hoctyn k uHdopmanuu, MoauduKanus, yHUUTOKEHHE JIML, HE AOMYIIEHHBIX K €€ 00paboTKe.

VYrpo3a ocymectusiercss nyreM HCJl BHEMIHMX HapylmIUTeNned B MOMEUICHHMS, TAe pacnonoxeHsl snementsl MUCIIH u
CpEJIICTBA 3allMTHI, a TAK K€ MPOUCXOAUT paboTa MOJIb30BATENECH.
B YVupexneHuu BBeIeH KOHTPOJIb 1OCTYIIa B KOHTPOJIUPYEMYIO 30HY, YCTAHOBJIEHA OXPAaHHAsl CUTHAJIU3ALUs, IBEPHU 3aKPBIBAKOTCS
Ha 3aMOK.

BeposTHOCTH peanu3anuu yrpo3sl — MaJ0BepPOSITHA.

22. Pazrnamenue uHpopManuu, MoAUPUKaIIA, YHHYTOKEHUE COTPYAHUKAMU JTOMYIIEHHBIMU K €€ 00paboTKe.

VYrpo3a ocyiiecTBiseTcs 3a CyYeT JeWCTBHs uenoBedeckoro Qakropa mnonb3zoBarenedt MCIIH, xoTopeie HapymiaroT
MOJIOXKEHMSI O Hepas3IJialieHnu o0padaTeiBaeMoil HHPOPMAIIMU UM HE OCBEIOMIICHBI O HHX.
B Vupexaenuu nonap3oBatenn 0CBeIOMIIEHBI O MOPSAKE pabOThl C MEPCOHAIBHBIMU JTAHHBIMU, @ TaK K€ mojnucanu JJoroeop o
HepasrjalleHuN.

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOSITHA.

23. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA 110 KaHajlaM CBS3H.
B cootBerctBUM ¢ «TumnoBoit Mojenbio yrpo3 0€30MacHOCTU MEPCOHATBHBIX JAaHHBIX, 00pa0aThIBAEMBIX B paclpeeeHHbIX
NCITIIH, nMeromux MoIKII0YEHUE K CETSIM 00IIEeTo M0JIb30BaHUs U (M) MEKTyHAPOHOTO HHGOPMAIIMOHHOTO 0OMeHay (11. 6.6.
bazoBoii Mmogenu yrpo3 6€30nacHOCTH MEPCOHANBHBIX JAHHBIX MPHU UX 00pad0oTKe B MH(GOPMAIIMOHHBIX CUCTEMaX MEePCOHATBHBIX
TaHHBIX, yTBepxkaeHHoU 3aMmectutenem nupekropa DCTIK Poccun 15 despans 2008 r.), ans UC-T1/In moxxHO paccMaTpuBaTth
CJIEIYIOIINE YTPO3bl, pealu3yeMbIe C UCTIOJIb30BAHMUEM IPOTOKOJIOB MEKCETEBOTO B3aUMOICHCTBHUS:

IlepexBat B npenienax KOHTPOJIUPYEMON 30HBI BHEITHUMHU HAPYIIUTEISIMHU

B Yupexaenuu BBeIeH KOHTPOJIb JOCTYIIa B KOHTPOJIUPYEMYIO 30HY, IBEPU 3aKPHIBAIOTCS HA 3aMOK..

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOSITHA.

[lepexBar B npenenax KOHTPOJIUPYEMOM 30HbI BHYyTPEHHUMU HAPYIIUTEIISIMHU.

B Yupexaenuu BBeJIeH KOHTPOJIb JOCTYIA B KOHTPOJIUPYEMYIO 30HY, IBEPH 3aKPBIBAIOTCSA HA 3aMOK.



BeposiTHOCTH peanu3ainuu yrpo3bl — MaJ0BepPOsSITHA.

24. Yrpo3a BbIABICHUS MTapOJIeH

Henb peanuzanuu yrpo3sl cocTouT B nonydeHnu HCJ[ myTeM npeo1oneHus napoabHON 3alIUThI. 3JI0YMBIIIJIIEHHUK MOXKET
peanu30BbIBaTh yrpo3y C MOMOUIBIO LIEJOTO psja METOJ0B, TaKUX KaK HpocToil mepebop, mepedop € HCMONIb30BAaHUEM
CHeIUaNbHBIX CIOBApE, yCTAHOBKA BPEAOHOCHOM MPOrpaMMBbl JJIsl IepexBara mapoJisi, HoJMeHa JoBEepeHHOro oobekTa cetu (IP-
spoofing) u me-pexsar nakeroB (sniffing). B ocHOBHOM nisi peanu3anuu Yrpo3bl HCMONB3YIOTCS CHEUATbHbIE MPOTrPaMMBI,
KOTOpBIE€ MBITAIOTCS MOMYYUTh JTOCTYIl XOCTY MyTEM IOCIEI0BaTENbHOr0 noadopa napoieil. B ciydae ycnexa, 310yMbIIITIEHHUK
MOJKET CO3J1aTh JJI ce0s «IpoXoa» it OyAylIero A0cTyna, KOTOpbld OyeT AeiCTBOBaTh, JaKe €CIM Ha XOCTE U3MEHUTD Mapoiib
J0CTyTIA.

BeposiTHOCTH peanu3anuu yrpo3sl — MaJoBepPOsiTHA.

25. Yrpo3bl BHEIPEHUS 110 CETH BPEJOHOCHBIX ITPOTPAMM.

K BpenoHOCHBIM NporpamMmam, BHEAPSIEMBIM IO CETH, OTHOCATCSI BUPYCHI, KOTOPBIE JJIs1 CBOET0 pacpOCTPAaHEHUSI aKTUBHO
UCIIOJIb3YIOT MPOTOKOJIBI M BO3MOKHOCTH JIOKAJIBHBIX U II00aTbHBIX CETEH. OCHOBHBIM TPUHIUIIOM pPabOTHI CETEBOTO
BUpYyCa SBISETCS BO3MOXKHOCTH CaMOCTOSITENIbHO TepellaThb CBOM KOJ Ha YIAJICHHBIA cepBep WM pabodyl0 CTaHIIMIO.
«ITomHOIIEHHBIE» CETEBBIE BUPYCHI ITPH TOM 00JIaJJaI0T €111e ¥ BO3MOYKHOCTHIO 3aITyCTUTh Ha BHITIOJTHEHUE CBOW KO Ha YJaI€HHOM
KOMIIBIOTEpE WIIH, 110 KpaltHEeH Mepe, «IOITOIKHYThY MOJIb30BaTeNs K 3alyCKy 3apa)KeHHOTO (haiina.

BpenonocueiMu nporpamMmmamu, obecneunBaromumu ocymiectrieaue HCJI, MoryT ObITh:

- IPOTpaMMBbI MOJ00Pa U BCKPBITUS TTAPOJIEH;

- IPOTPaMMBI, PEATU3YIOLIUE YT PO3BbI;

- IpOrpaMmbl, JAEMOHCTPUPYIOIIUE HCIOJIb30BAHUE HEACKIAPUPOBAHHBIX BO3MOKHOCTEM MPOrPaMMHOTO W IPOTPAMMHO-
anmnapatHoro ooecneuenus MCII/IH;

- IPOrPaMMBbI-T€HEPATOPHI KOMITBIOTEPHBIX BUPYCOB;

- IPOTPaMMBI, IEMOHCTPHUPYIOIINE YI3BUMOCTH CPEIICTB 3aIUTHI MH(OpPMAIUU U Jp.



BeposiTHOCTH peanu3ainuu yrpo3bl — MaJ0BepPOsSITHA.

Tabnuia 2 — Yrpo3sl 6€301MacHOCTH 3alTUIIIEHHOCTH



Hcxoncxoaaeiii

BeposTHOCTB KJ1acC OnacHOCTB
HanmeHoBaHUE yrpo3bl peanu3anuu yrpo3bl Bo3MOXHOCTE  [yIpO3BI AKTyaJIbHOCTb yTPO3bI
(Y2) peanu3anuu
yrpo3sl (Y)
1. Yrpo3bl OT yTeYkH 0 TEXHUYECKUM KaHajaam
1.1. Yrpo3sl yTeukn aKkyCTHYECKON
nH(pOpMALUH MaJioBepOsITHO Huskas Huskas HeaxryanbHas
1.2. Yrpo3sl yTeuku BUI0BOM HHGOpMAIIH
ManoBeposITHO Huzkas Huzkas HeakTyanpHas
1.3. Yrpo3sl yreuku uHpOpMaIuu 1o
ka”anam [IDOMHWH
ManoBeposiTHO Huzkas Huzkas HeakTyanbHas

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO J0CTyNa K HH(OpMaIuu

noctyna k anementam UCII/Ix

2.1. Yrpo3bl yHuuTOXKEHUA, Xuienus anmapatHbix cpeacts UCIIIn nocuteneit unopmanuu myrem Gu3ndecKoro




2.1.1. Kpaxa [IDBM

MaJioBepOsITHO Huskas Huskas HeakryanbHas
2.1.2. Kpaxa HocuTenel nuundopmanuu

MaJioBepOsITHO Huskas Huskas HeakryanbHas
2.1.3. Kpaxa kitoueid 1ocrymna MaJioBEpOSITHO Huskas Huskas HeakrtyanbHas
2.1.4. Kpaxu, MoaupuKaimu,
YHUYTOXKEHUS HH(pOopMaIuu. MaJioBepOSITHO Huzkas Huzkas HeakrtyanbHas
2.1.5. BeiBog u3 ctpos y3n0B [I9BM,
KaHaJI0B CBS3U ManoBeposITHO Huzkas Huszkas HeakTtyanpHas
2.1.6.HecaHKIIMOHUPOBAHHOE OTKJIIOUECHUE
CPEACTB 3allUThI MaJioBepOsITHO Huskas Huskas HeaxryanbHas

2.2. YTpo3bl XUIIeHUs, HECAHKIIMOHUPOBAHHONW MOAN(DUKAIIMK UK OJIOKUPOBAHUS WH(OpMAIUK 3a CUET

HecaHKimonupoBaHHoro aocryna (HCJI) ¢ npuMeHeHrneM nporpaMMHO-aNapaTHbIX U MPOTrPaMMHBIX CPEACTB (B TOM YHCIIE

MPOrpaMMHO-MaTEMATUYECKUX BO3JAEHCTBUN);

2.2.1. JleiicTBUS BpEIOHOCHBIX MPOrpamMm

(BUpYCOB) MaJioBepOsITHO Huskas Huskas HeakryanbHas
2.2.2. HenekiiapupoBaHHbBIE BO3MOKHOCTH

cuctemuoro [10 u I1O nns 06paboTku

MEPCOHAJIBHBIX JAHHBIX MaJioBepOsITHO Huskas Huskas HeakryanbHas




2.2.3. Ycranoska [10O He ¢cBA3aHHOTO C

VCTIOJTHEHUEM CITYKEOHBIX 00s13aHHOCTEN ManoBeposiTHO Huzkas Huszkas HeakTtyanbHas

2.3. Yrpo3bl He peJHaMEPEHHBIX AEUCTBUI MOab30BaTeNel U HapyeHuit 6e3onacHoctu pynkuronupoBanuss UCIIx u
C3I1/1n B ee cocTaBe MU3-3a COOEB B MPOrPaMMHOM OOECIIEUeHHH, a TAaKXKe OT YyIPO3 HEAHTPOIIOT€HHOTro (CO0EB anmnaparypbl
13-3a HEHAJIC)KHOCTHU AJIEMEHTOB, COOEB JIEKTPONUTAHUS ) U CTUXUHUHOTO (yAapOB MOJIHHM, MOKapOB, HABOJJHEHUH U T.11.)

2.3.1. YTpara xiatoueii u aTpuOyToB MaJioBEpOSITHO Huskas Huzkas HeakrtyanbHas
2.3.2. Henpegnamepennasi Mmoaudukaius
(yHMUTOXEHUE) UHPOpMAITUU MaJioBEpOSITHO Huskas Huzkas HeakrtyanbHas
COTPYIHUKAMU
2.3.3. HenpeanamepeHHOE OTKJIIOUECHHUE
CpPEICTB 3aLLUThI ManoBeposITHO Huzkas Huszkas HeakTtyanpHas
2.3.4. BbIxo 13 CTpOs anmnapaTHo-
IPOTrpaMMHBIX CPEICTB MasnoBeposiTHO Huskas Huzkas HeakTyanbHas
2.3.5. COoli cucTeMbl AJIEKTPOCHAOKEHUS

ManoBeposITHO Huzkas Huzkas HeakTtyanpHas
2.3.6. CtuxuiiHoe OeaCTBHE

ManoBeposITHO Huzkas Huzkas HeakTyanbHas
2.4. Yrpo3bl NpeIHAMEPEHHBIX JEHCTBUI BHYTPEHHUX HApYIIUTENEH
2.4.1. Doctyn k uHGOpPMAIIUH,
Moau(UKaIKs, YHUITOKEHUE JTUIIaMU He  MaJIoBEpOSITHO Huskas Huskas HeakryanbHas
TIOMYIICHHBIX K €¢ 00padoTKe




2.4.2. Pazrnamenue uHpopmaru,
MOAU(PUKALINS, YHUUTOKEHUE MaJioBepOsITHO Huskas Huskas HeakryanbHas
COTPYIHUKAMU JOIYLIEHHBIMU K €€
00paboTke

2.5. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIA 10 KaHaJlaM CBA3U

2.5.1. Yrpo3a «AHanu3 cereBoro tpadukay ¢ nepexnsaroM nepenapaemoit uz UCIIJIH u npuHrMaeMoi U3 BHEITHUX ceTen

2.5.1.1. Ilepexsart 3a nepeaenamu ¢
KOHTPOJINPYEMOU 30HBI; MaJioBepOsITHO Huskas Huskas HeakryanbHas

2.5.1.2. Ilepexsat B npenenax

KOHTPOJIMPYEMOU 30HbI BHEITHUMH ManoBeposITHO Huzkasa Huzkas HeakTtyanpHas
HApYIIUTEISIMU;

2.5.1.3. Ilepexsat B npenenax

KOHTPOJIUPYEMOUN 30HbI BHYTPEHHUMU ManoBeposITHO Huzkas Huzkas HeakTyanpHas
HAPYLIUTESMHU.

2.5.2.YTp0o3bl CKaHUPOBAHUS,
HaIlpaBJICHHBIE HA BBISIBJICHUE TUIA WIH
TUIIOB MCIIOJIb3YEMBbIX OIEPAMOHHBIX ManoBeposiITHO Huzkas Huzkas HeakTyanbHas
CUCTEM, CETEBBIX aIpECOB pabOUMX
craanuii UCIIJIH, Tomonoruu cetw,
OTKPBITHIX TTIOPTOB U CIIYKO, OTKPBITHIX
COCJIMHEHUH U JIp.

2.5.3. Yrpo3bl BIABIECHUS MApoJiei Mo ceTh. MaioBepOsiTHO Huskas Huskas HeakryanbHas




2.5.4. Yrpo3sl HaBI3bIBAHUE JIOKHOTO

MapLIpyTa CETH. ManoBeposiTHO Huzkas Huszkas HeakTtyanpHas
2.5.5. Yrpo3sl NOAMEHBI JOBEPEHHOTO

00BEKTa B CETH. MaJioBepOsITHO Huskas Huskas HeakryanbHas
2.5.6. YTpo3bl BHEAPECHUS JTOKHOTO 00BEKTA

kak B MCII/IH, Tak 1 BO BHEIIHUX CETAX.  MaJIOBEPOSTHO Huskas Huskas HeakryanbHas
2.5.77. Yrpo3ssl Tuna «OTkKa3 B ManoBeposITHO Huszkas Huszkas HeakTtyanbHas
00CITy)KUBAHU .

2.5.8. Yrpo3sl yJaJeHHOr0 3amycKa

[IPUIIOKEHUM. MaJioBepOsITHO Huskas Huskas HeaxryanbHas
2.5.9. Yrpo3sl BHEAPEHUS IO CETH

BPEJOHOCHBIX IIPOTrPaMM. MaioBeposiTHO Huskas Huskas HeakryanbHas

3aKIIrOYeHIE

B cootBetcTBuM ¢ [lopsiakom npoBenenust Kiaccupukamyl HHPOPMAIIMOHHBIX CUCTEM MEPCOHANIBHBIX TAHHBIX, Ha
OCHOBaHUHU KaTeTOpHH 1 00bema oOpadarbiBaeMbix nepcoHabHbIX HaHHbIX — UCII[H B MOAY «COIII Ne 6 r. Opckay
knaccudummpyetcs kak UCIT/n knacca K3.



